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3 Darren Samuelsohn, “Fake News Could Prove Vexing in Mueller Probe,” Politico,11 July 2017, www.politico.
com/story/2017/07/11/fake-news-robert-muellertrump-240376. On social media and the 2016 U.S. election, see
Nathaniel Persily, “The2016 U.S. Election: Can Democracy Survive the Internet?” Journal of Democracy 28
(April 2017): 63—76. On media manipulation in democracies generally, see Alice Marwick and Rebecca Lewis,
“Media Manipulation and Disinformation Online,” Data &Society Research Institute, 2017,

https://datasociety.net/pubs/oh/DataAndSociety MediaManipulationAndDisinformationOnline. Pdf

4 See David Z. Morris “U.K. Conservatives Want to Dramatically Increase Internet Regulation,” Fortune, 20
May 2017, http.//fortune.com/2017/05/20/u-k-election-internetregulation; Catherine Cadell, “China Says Terror-
ism, Fake News Impel Greater Internet Curbs,” Reuters, 19 November 2016, www.reuters.com/article/us-china-
internet-idUSKBNI13F0IK.
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5 Blake Hounsell, “The Revolution Will Be Tweeted: Life in the Vanguard of the New Twitter Proletariat”, Fo -
eign Policy, 20 June 2011, www.foreignpolicy.com/articles/2011/06/20/the_revolution _will _be tweeted; Vyache-
slav W. Polonski, “Is Social Media Destroying Democracy?” Newsweek, 5 August 2016, www.newsweek.com/
socialmedia-destroying-democracy-487483 ;Nicholas Carr, “How Social Media Is Ruining Politics,” Politico, 2
September 2015, www.politico.com/magazine/story/2015/09/2016-election-social-media-ruining-politics-213104
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6 Larry Diamond, “Liberation Technology,” Journal of Democracy 21 (July 2010): 69-83.

7 Jeffrey Gottfried and Elisa Shearer. “News Use Across Social Media Platforms 2016,” Pew Research Center, 26
May 2016, www.journalism.org/2016/05/26/news-useacross- social-media-platforms-2016; Nic Newman et al.,
“Reuters Institute Digital News Report 2016,” Reuters Institute for the Study of Journalism, http://reutersinstitute.
politics.ox.ac.uk/sites/default/files/Digital-News-Report-2016.pdf.
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8 Daniela V. Dimitrova et al., “The Effects of Digital Media on Political Knowledge and Participation in Election
Campaigns: Evidence From Panel Data,” Communication Research 41 (February 2014): 95; Eytan Bakshy, Solo-
mon Messing, and Lada A. Adamic, “Exposure to Ideologically Diverse News and Opinion on Facebook,” Sci-
ence, 5 June 2015, 1130; Cristian Vaccari et al., “Of Echo Chambers and Contrarian Clubs: Exposure to Political
Disagreement Among German and Italian Users of Twitter,” Social Media + Society 2 (September 2016): 1-24.

9 Philip N. Howard, The Digital Origins of Dictatorship and Democracy: Information Technology and Political I -
lam (New York: Oxford University Press, 2010), 5-8. For alternative interpretations, see Evgeny Morozov, “Iran:
Downside to the ‘“Twitter Revolution,”” Dissent 56 (Fall 2009): 10—14; and Sean Aday et al., “Blogs and Bullets:
New Media in Contentious Politics,” U.S. Institute of Peace, September 2010.

10 Robert M. Bond et al., “A 61-Million-Person Experiment in Social Influence and Political Mobilization,” N -
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11 Sandra Gonzélez-Baildn, Javier Borge-Holthoefer, and Yamir Moreno, “Broadcasters and Hidden Influentials
in Online Protest Diffusion,” American Behavioral Scientist57 (July 2013): 943—65.
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12 Pablo Barbera et al., “The Critical Periphery in the Growth of Social Protests,” PLoS ONE 10 (November
2015), http://journals.plos.org/plosone/article?id=10.1371/journal. pone.0143611.
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17 Lotus Ruan, Jeffrey Knockel, and Masashi Crete-Nishihata, “We (Can’t) Chat: ‘709 Crackdown’ Discu -
sions Blocked on Weibo and WeChat,” Citizen Lab, 13 April2017 , https://citizenlab.ca/2017/04/we-cant-chat-
709-crackdown-discussions-blockedon- weibo-and-wechat; Rebecca MacKinnon, “Liberation Technology: Chi-
na’s Networked Authoritarianism,” Journal of Democracy 22 (April 2011): 32-46; David Bamman, Brendan

O’Connor, and Noah A. Smith, “Censorship and Deletion Practices in Chinese Social Media,” First Monday 17
(March 2012),

http://firstmonday.org/article/view/3943/3169,;

Gary King, Jennifer Pan, and Margaret E. Roberts, “How Censorship in China Allows Government Criticism but
Silences Collective Expression,” American Political Science Review 107 (May 2013): 326—43; Gary King, Jen-
nifer Pan, and Margaret E. Roberts, “Reverse-Engineering Censorship in China: Randomized Experimentation and
Participant Observation,” Science, 22 August 2014; Sanovich et al., “Turning the Virtual Tables.”
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18 Peter Pomerantsev and Michael Weiss, The Menace of Unreality: How the Kremlin Weaponizes Information,
Culture and Money, special report presented by the Interpreter (a project of the Institute of Modern Russia, New
York), 2014; Rongbin Han, “Defending the Authoritarian Regime Online: China’s ‘Voluntary Fifty-cent Army,””
China Quarterly224 (December 2015): 1006; Gary King, Jennifer Pan, and Margaret E. Roberts, “How the Chi-
nese Government Fabricates Social Media Posts for Strategic Distraction, Not Engaged Argument,” American Po-
litical Science Review 111 (August 2017): 484-501; Blake Andrew Phillip Miller, “Automated Detection of Chi-
nese Government Astroturfers Using Network and Social Metadata,” working paper shared with authors, 2016.
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20 Brendan I. Koerner, “Why ISIS Is Winning the Social Media War,” Wired, April 2016, www.wired.com/2016/03/
isis-winning-social-media-war-heres-beat; .M. Berger, “How ISIS Games Twitter,” Atlantic, 16 June 2014, www.
theatlantic.com/international/archive/2014/06/isis-iraq-twitter-social-media-strategy/372856; although see Alex-
andra Siegel and Joshua A. Tucker, “The Islamic State’s Information Warfare: Measuring the Success of ISIS’
Online Strategy,” Journal of Language and Politics (forthcoming),

which argues that although pro-ISIS content spreads globally and remains on message, it is far less prolific than
anti-ISIS content.

21 Marwick and Lewis, “Media Manipulation and Disinformation Online,” 1.
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23 See for example Emily Tamkin, “French Intelligence Agency Braces for Russian Bots to Back Le Pen,” Foreign
Policy, 8 February 2017,

http://foreignpolicy.com/2017/02/08/french-intelligence-agency-braces for-russian-bots-to-back-le-pen; Peter
Stone and Greg Gordon, “FBI’s Russian-Influence Probe Includes a Look at Breitbart, InfoWars News Sites,”
McClatchy,20 March 2017,www.mcclatchydc.com/news/politicsgovernment/ white-house/article1 39695453. html;
Emilio Ferrara et al., “The Rise of Social Bots,” Communications of the ACM 59 (July 2016): 96—104.
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24 Jennifer Stromer-Galley, Presidential Campaigning in the Internet Age (Oxford: Oxford University Press,
2014).

25 Yannis Theocharis et al., “A Bad Workman Blames His Tweets: The Consequences of Citizens’ Uncivil Twitter
Use When Interacting With Party Candidates,” Journal of Communication 66 (December 2016): 1007-31.

26 Ben Knight, “Pegida Head Lutz Bachmann Reinstated After Furore over Hitler Moustache Photo,” Guar -
ian, 23 February 2015, www.theguardian.com/world/2015/ feb/23/pegida-head-lutz-bachmann-reinstated-hitler-
moustache-photo.

27 Adam Taylor, “Dutch Far Right Leader Geert Wilders Tweets a Fake Image of a Rival with a ‘Shariah for the Net -
erlands’ Sign,” Washington Post, 6 February 2017, www.washingtonpost.com/news/worldviews/wp/2017/02/06/
dutch-far-right-leader-geertwilders-tweets-a-fake-image-of-a-rival-with-a-shariah-for-the-netherlands-sign
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29 Charles Riley, “Theresa May: Internet Must Be Regulated to Prevent Terrorism,” CNN, 4 June 2017, http://
money.cnn.com/2017/06/04/technology/social-media-terrorismextremism-london/index.html.

30 “Germany Approves Plans to Fine Social Media Firms up to €50m,” Guardian, 30 June 2017, www.theguar -
ian.com/media/2017/jun/30/germany-approves-plans-to-finesocial- media-firms-up-to-50m.

31 Reporters Without Borders, “Russian Bill Is a Copy-and-Paste of Germany’s Hate Speech Law,” 19 July 2017,
https://rsf.org/en/news/russian-bill-copy-and-pastegermanys-hate-speech-law.
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32 See for example the #CNNBIlackmail reaction to CNN’s identification of the creator of a. gif tweeted by Pres -
dent Trump that used footage from professional wrestling to show Trump physically attacking an opponent with
the CNN logo overlaid on his head; e.g., Paul Joseph Watson, “Did CNN just re-unite the alt-right & the new right
in a common cause?” Twitter, 5 July 2017, https.//twitter.com/PrisonPlanet/status/882652805437304832.

33 See as well Facebook’s recent announcement regarding ad buys from inauthentic accounts linked to Russia du -
ing the U.S. presidential campaign: https://newsroom.fb.com/news/2017/09/information-operations-update.
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34 Matt Ratto and Megan Boler, eds., DIY Citizenship: Critical Making and Social Media (Cambridge: MIT
Press, 2014).
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